


Professional Summary:
· Senior DevOps Engineer with 9+ years of experience in architecting, automating, and optimizing multi-cloud environments across AWS and Microsoft Azure, delivering scalable, secure, and resilient enterprise solutions.
· Expert in designing hybrid and multi-region infrastructures using AWS (EC2, VPC, ELB, S3, RDS, Lambda, Route 53, CloudFront) and Azure (VMs, VNets, Application Gateway, Front Door, Bastion, Firewall) to ensure high availability, fault tolerance, and global load distribution.
· Automated infrastructure provisioning and configuration management using Terraform, Ansible, and AWS CloudFormation, implementing reusable IaC modules with policy-as-code frameworks for compliance with HIPAA and GDPR standards.
· Built and maintained CI/CD pipelines using Azure DevOps, Jenkins, GitHub Actions, and GitLab, integrating SonarQube, Nexus, JFrog, and HashiCorp Vault to ensure secure and quality-driven delivery pipelines.
· Containerized and orchestrated applications using Docker and Kubernetes (EKS/AKS) with Helm, Ingress Controllers, and Argo CD, implementing GitOps workflows for version-controlled, zero-downtime deployments.
· Designed multi-region Kubernetes clusters with pod and node high availability, leveraging taints, tolerations, and affinity rules for workload balancing and resilience during version upgrades with minimal downtime.
· Implemented continuous monitoring and observability using Grafana, Prometheus, Azure Monitor, CloudWatch, Log Analytics, and Application Insights, enabling proactive incident detection and performance optimization.
· Developed automation scripts and microservices in Python, Go, Ruby, React.js, Java, .NET, Swift, and C++ to streamline CI/CD workflows, data processing, and infrastructure operations.
· Integrated strong security controls using Azure AD, Managed Identities, AWS IAM, Service Principals, and Key Vault/KMS for centralized secret management, encryption, and identity-based access control.
· Implemented DevSecOps best practices by integrating Trivy, ECR Inspector, and Vault for vulnerability scanning, dependency analysis, and secrets rotation within CI/CD pipelines.
· Designed content delivery and traffic optimization strategies using AWS CloudFront, Azure Front Door, and NGINX reverse proxies to ensure low-latency, secure global access to web applications.
· Engineered data architectures with Azure SQL Database, PostgreSQL, MySQL, and Cosmos DB, ensuring scalability, replication, and disaster recovery across regions.
· Built serverless applications with AWS Lambda and Azure Functions, automating event-driven workflows and reducing operational overhead.
· Implemented logging, alerting, and incident response frameworks using CloudWatch, CloudTrail, Azure Monitor, and Application Insights, reducing MTTR and improving operational transparency.
· Optimized cloud cost management through resource tagging, right-sizing, and budget policies across AWS and Azure accounts, ensuring operational efficiency and compliance with enterprise FinOps goals.
· Developed and deployed Java and .NET applications on Apache Tomcat and Azure App Service, integrating build tools such as Maven and Gradle for consistent artifact management.
· Collaborated with development, operations, and security teams in Agile environments to enhance CI/CD maturity, reduce release cycle times, and increase deployment success rates.
· Configured and managed version control systems such as Git, GitHub, Bitbucket, and Azure Repos with branching strategies supporting continuous integration workflows.
· Implemented centralized compliance and governance policies using Azure Policy, AWS Config, and tagging standards to ensure secure and auditable deployments.
· Recognized for leadership and mentoring abilities, guiding cross-functional DevOps teams in modern cloud automation practices, fostering innovation, and driving end-to-end cloud transformation initiatives.
Technical Skills:

	CI/CD
	Jenkins, Azure DevOps, GitLab CI/CD, GitHub Actions

	Infrastructure	as	Code	/
Configuration & Automation
	Terraform, Ansible, AWS CloudFormation, Azure Bicep

	Containerization& Orchestration
	Docker, Kubernetes (EKS, AKS), Helm, ArgoCD, Ingress & Ingress-Controller,
Blue-Green & Canary Deployments

	AWS Services
	EC2, S3, VPC, IAM, RDS, CloudFormation, EBS, ELB, Auto Scaling, Route53,
Lambda, CloudFront, SNS, SQS, CloudTrail, CloudWatch, ECR, EKS,
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	Azure Services
	Virtual Machines, VNet, NSG, Application Gateway, Front Door, Firewall, Bastion, Key Vault, Managed Identities, Azure DevOps Services, AKS, App Service, Azure Functions, Azure SQL, PostgreSQL, MySQL, Cosmos DB, Blob
Storage

	Monitoring Tools
	Prometheus, Grafana, Alertmanager, Datadog, Splunk, Azure Monitor, Log
Analytics Workspace, Application Insights, CloudWatch, CloudTrail

	Version Control Tools
	Git, GitHub, GitLab, Bitbucket

	Scripting Languages
	Python, Shell scripting

	Build Tools
	Maven, Ant, Gradle

	ARTIFACTORY
	JFrog Artifactory, Azure Artifacts and Nexus

	Documentation
	Confluence, SharePoint

	Tracking Tools
	Jira, Azure Boards

	Security & Compliance
	HashiCorp Vault, Trivy, JFrog Xray, AWS Security Groups, IAM Policies, Key
Vault, Managed Identities, ECR Image Scanning

	Databases
	MySQL, PostgreSQL, Microsoft SQL Server, MongoDB, DynamoDB, Cosmos DB

	Logging & Alerting
	AWS CloudWatch, CloudTrail, Azure App Insights, Azure Monitor, ELK Stack
(Elasticsearch, Logstash, Kibana).



Professional Experience

Wells Fargo, Iselin, New Jersey		July 2024 – Present
Senior Azure DevOps Engineer Responsibilities:
· Designing and automating cloud infrastructure on Microsoft Azure using Terraform and Ansible, provisioning and managing Azure Virtual Machines (VMs), Virtual Networks (VNet), Subnets, NSGs, Azure Bastion, Firewalls, and Application Gateway / Front Door for secure and high-availability deployments.
· Implemented Azure Active Directory (AAD) and Managed Identities / Service Principals for centralized authentication and access control, integrating with Azure Key Vault for secrets and credential management across CI/CD pipelines.
· Deployed and configured Azure Kubernetes Service (AKS) clusters using reusable Terraform modules; implemented Ingress Controllers, Helm Charts, and Nginx for routing, load balancing, and blue-green deployments of containerized microservices.
· Integrated Azure DevOps Services (Repos, Pipelines, Artifacts) and GitHub Actions for hybrid CI/CD workflows, enforced code quality with SonarQube, vulnerability scanning with Trivy, and artifact management with Nexus.
· Developed and maintained automation scripts and application code using Python, Node.js, Java, and React.js, supporting microservices-based architecture and API integration across multiple environments
· Automated provisioning of Azure SQL Database, PostgreSQL, MySQL, and Cosmos DB instances for application backends, designed scalable and redundant data architectures supporting multiple environments.
· Implemented Azure Blob Storage for secure data storage and Azure App Service for hosting web applications, leveraged Azure Functions for serverless event-driven automation and backend integration tasks.
· Configured Azure DNS and Azure Firewall for domain resolution and traffic security, enabling secure ingress and egress between on-prem and cloud resources.
· Integrated Maven and Gradle for Java build automation and dependency management, deploying web applications to Apache Tomcat servers with automated post-deployment verification.
· Enhanced cluster resiliency and performance in AKS through auto-scaling, node pools, and pod disruption budgets, implemented Terraform state management and remote backends with state locking for production stability.
· Developed Python and PowerShell automation scripts to tag and maintain Azure resources, generate compliance reports, and automate post-deployment validation.
· Established end-to-end observability using Azure Monitor, Log Analytics Workspace, and Application Insights integrated with Grafana dashboards for proactive monitoring, alerting, and trend analysis.

· Designed and maintained reusable Ansible playbooks for patching, configuration drift management, and automated VM maintenance across Windows, Ubuntu, and Red Hat systems.
· Collaborated with multiple Scrum teams to integrate CI/CD pipelines with Azure DevOps, Terraform, and AKS, enabling continuous delivery and standardized Infrastructure as Code (IaC) practices.
· Conducted vulnerability and compliance assessments across build pipelines using Trivy and SonarQube, implementing DevSecOps practices to ensure governance and security compliance.
· Configured RBAC policies within Azure AD at subscription and resource group levels, adhering to least-privilege principles using CWS groups for secure access delegation.
· Managed incidents and change requests through ServiceNow, ensuring proper documentation, root-cause analysis, and seamless coordination across cross-functional DevOps teams.
· Contributed to the development of automation frameworks for test environments using Kubernetes, Terraform, and Ansible, improving deployment consistency and reducing environment downtime by 30%.
· Extensive experience using Ansible and Ansible Tower to manage user accounts and admin accounts across all Cloud Platform's to send notifications to users if the password was about to expire in 30 days.
· Proficiency using PowerShell scripts in various environments to tag the existing Microsoft Azure infrastructure, which is currently without any tags associated.
Costco, Remote	Nov 2023 –June 2024
Azure DevOps Engineer Responsibilities:
· Architected and deployed Azure cloud infrastructure leveraging services such as Azure Virtual Machines (VMs), Azure Blob Storage, Azure Active Directory (AAD), Virtual Networks (VNets), Network Security Groups (NSGs), Azure Firewall, Bastion Host, and Azure DNS to enable secure and scalable hybrid cloud environments.
· Implemented VNet peering, private endpoints, and ExpressRoute connectivity to ensure low-latency and secure communication between on-premises and Azure-hosted workloads.
· Designed and deployed multi-region AKS (Azure Kubernetes Service) clusters to ensure high availability, fault tolerance, and traffic failover between clusters using Azure Front Door, Application Gateway, and Traffic Manager for intelligent routing and global load distribution.
· Containerized enterprise applications using Docker and orchestrated deployments via Kubernetes manifests and Helm charts, integrating with ArgoCD for GitOps-driven continuous delivery.
· Implemented advanced deployment strategies including Blue-Green and Canary releases across AKS environments with automated rollback mechanisms to minimize downtime during upgrades and rollouts.
· Automated Azure infrastructure provisioning using Terraform, developing modular templates, managing remote backend state locking (Azure Blob + Key Vault), and enforcing IaC governance across subscriptions.
· Configured and maintained Managed Identities and Service Principals for secure authentication between Azure services and CI/CD pipelines, eliminating hard-coded credentials.
· Deployed and integrated Azure Key Vault to centrally manage application secrets, SSL certificates, and encryption keys, enabling secure access for AKS pods and DevOps pipelines.
· Designed and implemented Azure DevOps Pipelines (YAML-based) and GitHub Actions workflows for CI/CD automation, building, testing, scanning, and deploying Java, .NET, and Python applications across multiple environments.
· Integrated SonarQube for code quality and vulnerability scanning, Trivy for container image scanning, and HashiCorp Vault for secure secret management in pipelines.
· Created and managed Terraform modules for deploying Azure resources like VNets, NSGs, Application Gateways, and AKS clusters, promoting reusability and consistency across teams.
· Configured Ingress controllers (NGINX, Azure Application Gateway Ingress), managing routing, SSL termination, and access control for internal/external services within Kubernetes clusters.
· Managed Azure SQL Database, PostgreSQL, MySQL, and Cosmos DB instances for high-performance data storage, implementing automated backup policies, geo-replication, and query optimization.
· Deployed and managed Azure App Service and Azure Functions for serverless workloads, integrating with Event Grid and Service Bus for event-driven architecture.
· Monitored system performance and health using Azure Monitor, Log Analytics Workspace, Application Insights, and extended visibility using Prometheus, Grafana, and Alertmanager integrated with AKS metrics.
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· Deployed Nginx reverse proxies for application routing and integrated Azure Front Door for global traffic distribution, ensuring faster response times and secure user experiences.
· Automated cost optimization and governance using Azure Advisor, Cost Management, and tagging strategies across all resources.
· Managed CI/CD pipelines across Azure DevOps, GitHub, GitLab, and Jenkins, integrating build tools such as Maven, Gradle, and Nexus Repository for artifact versioning and deployment management.
· Implemented centralized monitoring, logging, and alerting via Azure Monitor, Grafana, and Prometheus, ensuring proactive system performance tracking and real-time alert response.
· Built Python and Bash automation scripts for configuration management, environment provisioning, and data migration between Azure resources.
· Configured both Windows and Linux machines in Azure, managing patching, updates, and custom script extensions through Ansible automation.
· Documented architecture, CI/CD workflows, and operational procedures in Confluence, while managing sprints, tickets, and release planning in Jira following Agile/Scrum methodologies.
· Collaborated with cross-functional teams to standardize CI/CD templates, enforce code quality gates, and optimize deployment frequency using DevSecOps best practices.
· Mentored junior engineers on Terraform modularization, AKS scaling strategies, Git branching standards, and Azure DevOps automation, fostering a consistent DevOps culture organization-wide.
TXU Energy, Irving, TX			Aug 2019 – Jul 2022
Senior AWS DevOps Engineer Responsibilities:
· Architected, deployed, and managed secure, scalable, and highly available AWS infrastructure using EC2, S3, VPC, Security Groups, ELB, NAT Gateway, CloudFront, IAM, RDS, Route53, and Lambda across multiple environments.
· Designed custom VPC architectures with VPC peering, private/public subnets, bastion hosts, and Route53 hosted zones, ensuring network isolation and secure access between application tiers and regions.
· Deployed EKS clusters in multi-region setups for high availability and disaster recovery, implementing cross-region load balancing and traffic distribution through Route53 weighted routing policies and AWS Global Accelerator.
· Implemented Blue-Green and Canary deployment strategies across Kubernetes clusters using Helm, ArgoCD, and GitOps, enabling safe rollouts and automated rollback on deployment failure.
· Automated infrastructure provisioning and configuration management with Terraform and Ansible, building modular Terraform templates with state file locking (S3 + DynamoDB) and reusable IaC blueprints.
· Built advanced CI/CD pipelines using GitHub Actions, Jenkins, and GitLab CI/CD, integrating SonarQube for code-quality checks, Trivy for container security scanning, and HashiCorp Vault for secrets management.
· Managed Kubernetes deployments via declarative deployment.yml, service.yml, and configmap.yml manifests, and implemented Ingress controllers and network policies for secure service communication.
· Deployed and maintained Docker containers across multiple environments optimized image layers, tagging, and registry integration with Nexus and ECR for artifact management.
· Managed artifact repositories using Elastic Container Registry, automating artifact versioning, retention, and promotion across environments
· Deployed and maintained Kubernetes clusters (EKS) leveraging Helm, ArgoCD, and GitOps principles, implementing blue-green and canary strategies with automated rollback mechanisms for resilient, zero-downtime rollouts. Configured ingress controllers, service mesh (Istio), and network policies for secure inter-service communication.
· Configured multi-tier RDS databases such as MySQL, PostgreSQL, and MongoDB for high performance, automated backups, and failover in production environments.
· Developed and maintained Lambda functions to automate event-driven workflows like EC2 snapshot rotation, resource tagging enforcement, and log archival.
· Worked on Elastic Beans talk for quick deployment services like EC2 Instances, Load Balancer, databases on AWS environment.
· Configured load balancing and traffic routing through Application Load Balancer (ALB), Network Load Balancer (NLB), and Route53 DNS failover, ensuring zero-downtime releases.
· Automated monitoring and alerting setup using Prometheus, Grafana, Alertmanager, and CloudWatch, providing visibility into system health, cluster metrics, and application performance.

· Maintained and administered both Windows and Linux EC2 instances, configuring NGINX, system-level monitoring, and patch management through Ansible automation.
· Implemented Centralized Logging and Observability via CloudWatch metrics, Log Insights, and integration with Splunk dashboards for near real-time issue resolution.
· Developed Python and Bash automation scripts for provisioning, file transfer, health checks, and dynamic configuration updates within CI/CD workflows.
· Enhanced collaboration and traceability using Jira for issue tracking, sprint planning, and pipeline automation triggers, and maintained project documentation, SOPs, and architecture diagrams in Confluence.
· Collaborated with cross-functional teams to define release management strategies, performing automated rollouts and rollbacks for Kubernetes workloads with zero downtime.
· Implemented CloudFront for global CDN distribution, SSL termination, and static content caching, reducing latency and improving user experience.
· Mentored junior DevOps engineers on IaC design patterns, Kubernetes scaling strategies, Git branching models, and CI/CD best practices, establishing a consistent DevOps culture across the organization.

Givelify - India	Jun 2016 – Aug 2019
DevOps Engineer Responsibilities:
· Developed and implemented Software Release Management strategies for various applications according to the agile process.
· Architected and automated end-to-end AWS infrastructure across multi-region environments using Terraform and AWS CloudFormation, enabling fully codified provisioning of EC2, VPCs, Security Groups, ELB, NAT Gateways, RDS, S3, Route 53, IAM, and Lambda with reusable and parameterized templates.
· Designed secure and scalable network topologies by implementing VPC peering, private/public subnet isolation, custom route tables, and cross-region replication to ensure high availability and fault tolerance.
· Built enterprise-grade CI/CD pipelines using Jenkins, GitHub, and SonarQube, integrating automated testing, code quality gates, and security scanning (Trivy, Veracode) to maintain compliance and deployment reliability.
· Introduced GitOps principles to standardize release workflows and environment promotion across development, staging, and production environments using IaC-based deployments.
· Implemented infrastructure automation using Terraform, CloudFormation, and Ansible, enabling fully codified, repeatable provisioning workflows across multiple AWS accounts and regions. Standardized IaC modules with remote backend (S3 + DynamoDB) for version control, drift detection, and team collaboration.
· Containerized monolithic Java/.NET applications into Docker images and orchestrated their deployment using Kubernetes and Helm charts, improving scalability, release speed, and resilience.
· Implemented HashiCorp Vault for secure secret and token management across CI/CD workflows, eliminating hard-coded credentials and ensuring compliance with organizational security policies.
· Designed advanced CI/CD pipelines using Jenkins, and GitLab CI/CD integrated with AWS CodeBuild, CodePipeline, and CodeDeploy, automating build, test, and multi-environment deployment processes for containerized and serverless workloads
· Deployed Lambda functions for event-driven automation—automating EC2 snapshot retention, resource tagging, and log archival tasks—optimizing operational overhead and cost.
· Integrated Nexus Repository Manager to manage versioned build artifacts, supporting both Maven and .NET pipelines with controlled artifact promotion and retention policies.
· Established observability and proactive alerting using Datadog and Splunk, enabling near real-time log analytics, distributed tracing, and actionable insights into system health and application performance.
· Led infrastructure hardening initiatives, implementing IAM least-privilege policies, security group baselines, encryption (KMS/S3 SSE), and compliance audits to align with PCI-DSS and internal governance standards.
· Collaborated with cross-functional teams to design blue-green and rolling deployment strategies, achieving zero-downtime releases across Kubernetes and EC2 workloads.
· Tuned Jenkins agents and pipelines for parallel build execution, significantly reducing build time and enabling continuous deployment across multiple microservices.
· Enhanced system performance and availability through CloudWatch metrics, custom dashboards, and automated recovery mechanisms integrated with SNS and Lambda alerts.
· Mentored DevOps teams on best practices in Infrastructure as Code, Git branching models, CI/CD standardization, and Kubernetes scaling policies, fostering a culture of automation and collaboration.

Enbridge, India	Oct 2014 – May 2016
AWS DevOps Engineer Responsibilities:
· Designed, deployed, and managed scalable and secure AWS infrastructure using services like EC2, VPC, Security Groups, Elastic Load Balancers (ELB), NAT Gateways, RDS, S3, Route53, and Lambda.
· Automated infrastructure provisioning using AWS CloudFormation templates, ensuring environment consistency, and reducing manual intervention.
· Configured IAM users, roles, and policies to enable fine-grained access control and secure AWS resource management.
· Implemented CI/CD pipelines using Jenkins integrated with Git and GitHub, automating build, test, and deployment workflows for both Java and .NET applications.
· Integrated SonarQube into Jenkins pipelines to perform static code analysis and enforce code quality and security standards.
· Containerized legacy and new applications using Docker and orchestrated deployments using Kubernetes to achieve scalability, high availability, and zero-downtime deployments.
· Managed application versioning, artifact management, and environment promotion through automated Jenkins jobs and pipeline-as-code approach.
· Configured AWS S3 for object storage, lifecycle policies, and data backup management for application logs and static assets.
· Designed and implemented VPC architectures with public and private subnets, route tables, and NAT gateways to isolate workloads based on security and network requirements.
· Developed and maintained Lambda functions for automating operational tasks such as EC2 cleanup, resource tagging, and log archival.
· Monitored and optimized resource utilization using CloudWatch, and integrated alerting for system health and performance tracking.
· Collaborated with development teams to containerize microservices and deploy to Kubernetes clusters, leveraging Helm charts for repeatable, versioned deployments.
· Supported continuous improvement of deployment processes through automation, version control, and configuration management best practices.

Certifications:
· Microsoft Certified - DevOps Engineer Expert (AZ-400)
· Microsoft Certified - Azure Fundamentals (AZ-900)
· AWS Certified Solutions Architect - Associate
· Integrated Development Environments in Linux – Coursera
